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Who, What, When, Where and How?

What Is a Flow?

Defined by Seven Unique Keys:

« Source IP address

- Destination IP address \ /
+ Source port %

* Destination port

« Layer 3 protocol type /é \
+ TOS byte (DSCP) l

 Input logical interface (ifindex)

Exported Data
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Source IP address

Destination IP address

Source port for UDP or TCP, 0 for other protocols

Destination port for UDP or TCP, type and code for ICMP, or 0 for other protocols
IP protocol

Ingress interface

IP Type of Service
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Router#configure terminal

Router (config) #interface FastEthernet 0/1

Router (config-if) #ip route-cache flow

Router (config-if) #exit

Router (config) #ip flow-export destination 192.168.0.101 9996
Router (config) #ip flow-export source FastEthernet 0/1

Router (config) #ip flow-export version 5

Router (config) #ip flow-cache timeout active 1

Router (config) #ip flow-cache timeout inactive 15

Router (config) #snmp-server ifindex persist

Routerf#show ip flow export

Router#show ip cache flow
: Collector sls asbi,, ;50 5

Adventnet Netflow analyzer

Solarwinds

Linux, FlowScan — http://net.doit.wisc.edu/~plonka/FlowScan
Netscout

Fluke Netflow Tracker
http://www.flukenetworks.com/fnet/en-us/products/NetFlow+Tracker

http://www.switch.ch/tf-tant/floma/software.html
http://www.networkuptime.com/tools/netflow
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