vy b ' 3
155 ‘._;‘. . g,
: (Q ﬁ ff /
VA 2R y, r
! \‘ , : . .':.b
" . ‘i i y
F) Ve

299881551 Shiysel
forum.shafagh.com
P

Wireless - s sl asads Sl b bl

5AcEAY
oy @& a&E
Cacpy aAAe

http://blog.shafagh.com/persian CAvrw~ A&z wA
http://forum.shafagh.com CAvrw~ Az A]



http://blog.shafagh.com/persian
http://forum.shafagh.com/

yowoOu ¢ A¥AS

ettt int ettt ettt R$C 82 A% wCymdpidv &

e m———— e Radio Frequency (RFC Y w{ U

/e ettt et e e e e na e e e e nee e e e naeeeanaes RFLswao § ¥

s ) o0 CYCA Y4367 &5 W Riddio Frequencydl 6 w8 wip 4 Asuw 1 v

Bt i w{ AywOBdrRA v ASyeT &

P Intentional Radiator

< PP Equivalent Isotropically Radiated Power (EIRP)

N YRR YRR TR RF; WCNw?é %

e L. ELEANN.... L. N1 RFEwa& w@ pwa o yHART &

K. QR 8. . K. .. 5B .R. .. K. .. K. U o¥Bpamwidth yGain

, .. S . .. W .88 8 s WL W oAy v

e (Dipole) OmniDirectional ¢ wide y J

s e SemiDirectionalC wiiae y J

P Highly-Directional ¢ wide y j

P Polarization

S YT PP Voltage Standing Wave Ratio (VSWR)

et e s eenaesres e s eee s Wireless C . F wEBAW O @ A 2

D Z PSP Power over Ethernet (PoE)

e Asdvgwa t YLywW & wwe AweddA 2
ettt e e e e wawywwhv o ywaeAv
et e e ———e e et i —ee e et ettt e e —— e e et e i e e aeeeaaraeens (FECC)Powerd VAAC Y v A é
Pttt aaa Furopean Telecom Standard Institutd z ¥HBEE ¢ w & Ywal Ay

ol
CISCO.

in Persian
Pagel of 63



Pt ettt et eeeteeeeeteeteateeeteeeeiteeeteareeateeteateenreeres IEEE802.11¢ W aksv EsyAve Av

e e IEEE 80211 %v ° y wa Av
ettt aaed 802.162 %v ° ywa Av
Ao Spread Spectuné WB ® VA 6 FwAT {&-p F &

T PP Spread Spectrun? CpH 7 £

/e FHSS (Frequency Hopping Spread Spectrum)

/e DSSS (Direct Sequence Spread Spectrum)

L e, 802116 A7 {ovo b BT &

2 PSPPSR SSID& Beacon

2 ST SSID & Beacons

2 P PTRPPN Passive Scanning

2 s Active Scanning

AlL... . Lo .. K. 8. 8. . R X. A . Association)/Authentication

/Q3..4.8.....0 8. ... ..0.. . .40LR. .8 . .. .BR..Q&...L§K...B}R Roaming

O e Service SelJ V(A1 EWEAAG A~ A £

D ettt ettt et et e et et et ene et e tene e A 684y va- Ho éeh 4

O L Access PoinlJ v Ay v

O S Wireless BridgelU v A y v

O B Wireless Workgroup Bridge

O B Wireless Residential Gateway

O G e AViTElESS LAN Clients

0 Ao 0 jéwa ! yagLAbMDéploymentbe B A &

A PP P PP w8 %z wi

[T
CISCO.

in Persian
Page? of 63



RF$ CEAEt vy BAyowi wiaol

RF Cyxw{ U
RF Ywa & %

Gain (Amplification V
Loss (Attenuation) V
Reflection V
Refraction V
Diffraction V
Scattering V
Absorption V

1N
CISCO.

in Persian
Page3 of 63



Radio Frequency (RF) Cy w{ U

lwy wAws wWAC{AY PHigh Rrequehdy Alt@aating Current (AC) ¢ wad 6 wp o CA Uévy Wt
y$ oCA Cz 6 wh@ovArterAmnsiOrin €A 68 o @Ak yijée Uévy Bt )°oyAE
i WA« AGa %! %apyCs e { & ARIECRWEETAMCAGYW 6CEzCtéy ) ¢/
WAY ] ¢ %3y Avlews y¢wa wBAWY A NG dphli~ kOWEI - XWE maBaw { T ¢

RF Ywaga a %
58¢¢ V! %Raio FréyGehay 4%  WEIEB WwHE ewi @ (v

11T
CISCO.

in Persian
Page4 of 63



Gain
w € « ¥Mower Source) A ¢ a4 £ &)W p@pcHskive ¢opéevxa Uévy %t y °pé
HAE C@RFAMpIA&)E %¢ wao [CWighigaini doyj 1 ¢ OAI
teAeEf y«Au Coélv 6wpoCA r13AGENM RxAa° ERaReP D KAV ABFvd 0 £
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Powrer Gain

Zain as s=en by an
Crecilloscope

Zain of D535 as seen by a
specirum analyzer

Peak Amplitude after Gain

F 3

Pezak Amplitude before Gain

F 1

Loss
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Power Loss

Loss as seen by an

Loss of DSSS as seenby a
Oscilloscope

spectrum analyzer

Peak Amplitude before Loss
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Reflection
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Reflection

Incoming RF

Reflecied RF

Refraction
Y%E @i v Yo U° AG AeffatOnlz ABAGUCa®Y Y ) #Cowo~  WECRESA D%
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Refraction

Incoming RF
Reflected RF
- |

Refracted RF
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Diffraction
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Diffracticn

O wavefront

direction
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A direction

Old wavefront
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Scattering
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Scattering
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Incoming RF

Incoming BF
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Scatiered RF

Absorption
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Intentional Radiator

ioyj Az Powely %A UiZaBower Qufpdt of intedtiénal Radiator
Componenis
included in ihe
cable connecior Intentional Radiator
sige | — |
connecior

cable
o

/
-:-::-nnec'.n::-r[ [,_ anienna
|‘I\‘.|III

by

i

Equivalent Isotropically Radiated Power (EIRP)

Yo Ew{ CuGain iA{yAjw iUé wz avviua i %°é URERR
cable
Bridge | S | connector
comnecior
cahle antenna
A7
/f -
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EIRP

{output power)
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RF { wCNwé ¥
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1 mW =0dBm
5 E”" U

10 mW + 3dB = 20 mW

100 mWz 3dB =50 mwW

10 mW + 10dB = 100 mW

300 MWz 10dB = 30 mW

-3 dB = half the power in my

+3 dB = double the power in mW
-10 dB = one tenth the power in mW
+10 dB = ten times the power in mW

"

-|I.-P-CI'I'.'I..
Pam = 101006, Pmw =log | 1[: |

&

)L AE @B &av wase AgydhAwj” o %t #¢Av C{ A& 0A S
, +1 AE104aBi ywhiavv AT Co wewerla! AEBiBN C U PewBry ¥ HEdBRL: AA& Vawz  %E  (

y¢Av Cuvéwnwod 0A™

Power level chart

40 -30 -20 -10 0 +10 +20 +30 +40
dBm dBm dBm d8m dBm dBm dBm dBm dsm
T I I I | | | | ;
100 1 10 100 1 10 100 1.000 10,000
nW uw uW uW mwW mW mw mw mwW
-12 -2 -6 -3 -0 <3 +6 -2 =12
d8m dBm d8 Bm dBm dBm dBm dBm d8m
( | I | | | | )
2.5 125 250 500 1 2 - 8 16
uw uw uw uWw mwW mwW mw mw mw
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U oy Bea21¢ w [Bdi-x y
wa GOuoyj UvAyv
Omnidirectional VvV
Semidirectional V
Highly directional V
Line Of Sight
Fresnel Zone
Polarization
Voltage Standing Wave Ratio
wa Uoy]j LA Wl L Y

Wireless C{ y w« = ¢yw Aj awdoCGAAAH £

X X X X

Amplifier V
Attenuator V

Lightning Arrestor V
Splitter 'V

Connectors V

Cables V

Frequency Converter V
Test Kits V

°Y u

Power Over Ethernet
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Focus V

Vertical

l1w=¢v

Beamwidth of an antenna

Diractional
Antenna
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A 6Beanm¥, A RFE %albz YA S %L AE

Gwu¢ 1 € Wt
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Vertcal
Beamwidth
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i 6. %Az y0 Ak Begmvidtld (Haizontdl) ! €& & .v 1 #Ofmi-Directional
vV Y2

bt cu CO

mzonza

y ¢y wAU

Beamwidth
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BEY O ANE €

X AE CU %EIEDC E i3cajk G E YedEId | « T 1wsl
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Yv 1 ¥z  CUBeamwidthA i0 j © fAG AP yv @ain K& Vv AAEV OBeakito yij o yhhl
9 b o FaBeaniwith 06 wBV)UAE j €U | | Holizomehy | AEYy
Vertical Beamwidth A ¢ Horizontal Beamwidth A < uoy,
7~80 360 Omni-Directional
6~90 30~180 Patch/Panel
14~64 30~78 Yagi
4~21 4~25 Parabolic
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Dipole side-view
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Omni Ground Plane Antenna
Omni Ceiling Mount Antenna

e & e &

Omni Pillar Omni Ground Omni Ceiling
Mount Antenna Plane Antenna Mount Antenna

Coverage area of an omni-directiocnal antenna

Side View Top View

Coverage area of a high-gain omni-directional antenna

Side View Top View

Omni Coverage
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Semi-Directional ¢ wa U &y |
Bl ¢ wddiryed el wz uCp° G A  yPoint th OdnA cwaAwS pEWE Kivev FHE Wk & K v ¢
YhomAwpu AEAR

Peint-to-point ink using semi-directional antennas

o o |

vt CeA« Adxul y YSehiDireEidhdl~0 ywjAuy AiAPE WP T aé waedRAwaetAn
51 %z +wy VY% WvAKELAMIE A A
Yagi Antenna |

Patch Antenna

Panel Antenna
Sample semi-directicnal antennas

( . o
oo -

Yagi Antenna Patch Antenna Pane! Antanna

Coverage area of a ssmi-directional antenna

Directional Patch Antenna Directional Yagi Antenna
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Highly -Directional
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yAE yiy C
Radiation pattern of a highly-directional antznna

5 3%i awnwEv %é¢ UVAWAU ¢A
Highly-Directional Grid Antenna
Highly-Directional Parabolic |

Sample of a highly-directional parabolic digh antenna
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Fresnel Zone
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Polarization

y C¢A« § C1 ¢ Aivde va ° @A 16 OF z£ £w IC ACOWp awt y) Ci1 ¢ %ri dv E, ;
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Paolarization
¢ ! Polarization ¢ v MVEIWAtCH St ey | 1 & JPGVvAMEN vC DA Bxyp 20 v e v AL
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E-planes and H-planesz

Antenna
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Voltage Standing Wave Ratio (VSWR)

Returnloss y « A0y wé U & Eo RF @8 ECA°EwvzOwamEIEauEE VBWR 1 Cz ¢ O
9A, Cay UnoypwerAz vy @il 0a o4 sA%a ¢A« EE- %! (Owe %«
) #1 A0 eQuiw %2 ¢ 20 P ESlghay Uevek wo-mPALCRAde VED uéev CéewAw

yAwpou 6y v 1R IyE WAEVWC AGo Bl s vl AKXz y oVBWR i v ABu ¢ {
) ¢ & %i SEVR Weter \A O IMBWReC AnadPpyEEwz Yol 6t Ay 16 Az ¢Avi ¢uaA
awo oAy AEMSUBCE GV AMe O wkAlUC uPPEAYy wh @&y Ewa A8k FO@%|jy 0z

Y yAE ¢%Ch¢ %t § Outddbd ww@E o617 E

VEWR - like water through a hoze

Lower
e Impedance
Hose

D
e "

Backlog of

Higher
water LK Impedanca
[Return Loss) Hose
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o W&an wiavz iy v A za %0 § 1 FonGEA ¢ WAEWYLEY.ayAYZP RADRERIOAGVY Nz Yol
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Wireless C{ y w«

) ¢AE Cu wpEj Ado%uevy cEwa AT {E, %! (C%z %BWi

RFAmplifier V

yuanyj OAAE 6 wlUnidiectignal &{ é OwpoCA ¢é

Y CAWEM cyvOpA€é Loy jBidacttprialC ik ¢ CAwAE3

A sample of a fixed-gain RF amplifier

5 <

Copyright Young Design, Inc. 2002, YDt.com

RF amplifier placement in the wirelezs LAN system

Aeccess Point Amplifier
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RF Attenuator V
C U Varabld Fixed;j %A1 y Amplifier Wibenudidr ) ! SREAC Av3aé WE C 1§ %y Y1
¢ Atagnuator ¢ v alwaesAv ) ! % ACHaiBEblewOAYy GEXKEBELESGOUPLE UOAAIS
)yt AE CVayjiable wAp EC~

A sample of a fixed-loss RF attenuator

A sample of a RF step attenuator (variable loss)

Lightning Arrestor V

oApii WGy jO &avwd U CHO ML Aeld BR¥LAY EwE«v Az $ ¢ %z

0zwi
y 0T EU0 ¢V %zCopx AU § ¢Av

Bridge AP Az °E&°E (OWE %« Owéuayy

Az¥%»E- t %A. %z & COEAméstoRsz 6 P 0 Allighteed ArvestoE - ¢ NIEE

Line %! BY%AvV %8 0weé %« w-AV OBV §L N6 EE«Y %z CEQUBWE U

y CUp i# 0 A fonizk zv YA ELA%\ES v ¥%é L A- 06 - vy SEanshAidsionc ¢ wil ¢ Y %A
o iCin Yy YaFiry wieew( GE Y.

Sample lightning arrestors
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A lightning arrestor installed on a network

Lightning
Arrestor

L
i

Access Point

Earth Ground

RF Splitters V
acveoyv ¢v¥z Awepiy Qe y e oypta att wE otARE «©wspla CBAv 0 o« WE G é v .
)y 1 %CA Cu BAwWBA iaPoieyd . OMWEEY

Sample RF Splitters

A RF Splitter installed on a network

RF Splitter

{ 1

Main Signal Path
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RF Connector V
Az Comecior a° yFC@ A CR& Aé e{ O Ai ¢Av Corndctor awéew Ay UWAW
) ! %z SMAYN Qomnkdior By AV 9 pCid wa UwaAde v %

Sample N-type and SMA connectors

The N Connector The SMA Connector

RF Cable V
0j &y wAv GaeAgv ° Ew Cpniegtov Ao {CeMdRs v IYS | &RE aANEAE O0Az wi¥sa
°) b dTifBas Microwave (LMR) Belden (RF) Ahdrew (Heliax)

) o CeRglail CwiY. " a°y ¢ wA  comnéctold 10 zA/zYs 1EHWEC yowrawhi v

Coaxial cable attenuation ratings (in dBifoot at X MHz)

LMR CABLE (30 |50 150 |220 |450 (900 |1500 1800 2000 2500
1004 3% |51 |89 (109 |158 (228 (301 |33.2 |352 |298
185 20 |26 |44 |54 |73 111 [14.5 |16.0 189 120
200 1.8 |23 |40 |48 |7.0 (59 129 142 150 (169
240 12 1.7 |30 |37 |83 |7E |59 1089 115 (129
200 1.1 |14 |24 (2% |42 |61 (7.9 |87 |92 (104
400 oy |08 |15 (1% |27 |39 (51 |57 |60 |68
400UF oe |11 |17 |22 |21 |45 (58 |66 |68 (T8
500 0% |70 |12 (1.5 |22 |21 (41 |48 |48 |55
&00 042 |55 |10 |12 1.7 |25 (33 |37 |38 |44
G00OUF 048 (B2 |13 |14 |20 (29 (38 |43 45 |54
a00 0.29 |0.37 |066 (DBO |17 (170 (2.24 |248 |2.63 |2.98
1200 0.21 |027 |048 [D539 D39 1.3 (1.7 |18 |20 |23
1700 015 |019 |035 |0D43 063 084 (12 |14 15 1.7
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Frequency Converter V

oAz y ¢CAv °0j wiy Yaw &gz wiC AByzaviGhéw - 1 ARBywehEYSA & DM 1a 1w
5 w” U0t %AOZt Waee Av C«y % ldveo {Of £Rdviwirllesav)o o JECA o pji HCCAE vV
2.4 to 5.8 GH#requency Converter

Sample freguency converter

U=ing a frequency converter

- > L8 GHz

Signal
2.4 GHz Access
Fregusanoy Pgint or Bridge
Converter | i

Amplifier I

:..—I—I
OC Powsr
Injector
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Test Kits V

) %z aAz OvAE ®awenMetpr SignaPenetatowg v | 6 z wi ¢

Sample test kit

Power over Ethernet (POE) V

POE ) pliu 6 & o p DataA €W é w Yov ¢ %2)AAPY EAT 500z2wDIC  (Cdindrgy MRy ¥
5¢Av atweosAv 6zwé 4460 U

5

Single-port DC voltage injectors
Multi -port DC voltage injectors
Ethernet switches with PoE

° b9 i aPowmaLAwiLy Evz A CWEE E %2 y@aAv: L wvawwe iy
#1110 ¢Av CraeoE yuvOoy) wioklw YRER Befi € G 8 W ved iR R 3| Ayl

GwWe %« § akiEr %iTapd Riskewdv AGY BBy CGyRoE GGo B¢ wd% awod o Al
Ethernet Splitteri &icker Ai ¢ aiié ViSvaALe: Qo °apGio o ddéck pé MzDCEEé o FEu v %
#) ¢ Av
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FoE installation

Passive Hub or Switch

Ethemat
| |
FOE
Clavice Access Point

A single-port PoE injector
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Ad%Evy Ccwal voeywaosAv §

wa Gwu¢wAX § wa?l by
FCCuCyvAé e{0 xv¢,j CHAYwWw
ISM C/Ey wiV¥sd °ywz
UNII CAEYy wiVaa °ywz
#CG OGVvAEf &VvACU UCy
Point to Multi -point V
Point to Point  V
ETSI 6 z WHEH C¢Yt8 * v ° ywo Ay
IEEE 802.11 ¢ wa ! %v°oywoAy

802.11
802.11b
802.11a
802.11g
802.11h

IEEE 802.11i ! %v Ry wa Av

IEEE 802.16 ! »2v X y wan Av
#0211 ¢w{ é%$ oCAR Cz |wOw{

OpenAir V
Home RF V
Bluetooth V

IrDA V

< <K<K KL
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wad Owoiwhoywwal

) EAEOAMVAEM AC% v %uCUY %UCE CBY@IAY OWY Wiktkess KAN «A iC eWACYE jv Yy
U Cy¥v MeChaniireleys LAN ¢ v a ! waen A Feddral Gomunicatioh EdmimissimiC BQG

' AE CRCC OMAE wi é %uj % o

i wOw{ £ %v ¢ w &Eutopear? Tglecomnunicatibhg StandardunstijulR TSIV  WIEEEQ | %1
YL eviwm~ Cu
FCC U CyvAeée e{ 0O tvg¢j
(Industrial 7 Scientific z Medical) ISM C £y wi#8 °y wz

ISM and UNI Spectra

Ul
- IE EEE&EF._. .
|EEE:[ 24000-2 4835 GHz | s250ra| [pascHe |528 ore
FOO:| 24000-28000 GHz | o

|

]
2400 2425 245:] 24 5 2.500 E.IZIEIIII 5..".::] 5.EI:|EI 5.?5!3 E.IZIEI:I
GHz GHz 156

FCC:| 5.725-5.875 GHz |

I5M

FOC: | 902-822MHz

J 1 1 1
200 810 820 &30
MHz

| Martime, Ragio Astronomy " :," Ressarch, Mavigation || EE!?E"E' May,

A A A

10 100 1
iHz MHz GHz GHz

EGCYQA AR ~Ai, ve Av  #igeAse HBreeVi- WA TAzz &t wCiBMABajpncPozzdw é ¢

avwl u
) CAv a°E y%e¥% Cywid

Ay w oA a %W

902-928 MHz 26 MHz Cordless Phone, Wireless Cam, WLA

2.4-2.5 GHz 100 MHz IEEE 802.11, IEEB02.11b, IEEE 802.11¢

5.72-5.87 GHz 150 MHz ¢ EQ/YAN Az
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(Unlicensed National Information Infrastructure) UNII CAEy widrd °ywz

)y ¢ Av  a@ Ehartngls) B v y-wi00 MHz G Ay wi %4 acwz AA

Ay w 6 A| IEEE Power a %W
5.155.25 100 MHz 40 mW IEEE802.11a Lower Band (indoor)
5.255.35 100 MHz 200 mW IEEE 802.11a Middle Band (in/out)
5.72-5.82 100 MHz 800 mW IEEE 802.11a Upper Band (outdoor]

) ¢ AW 350mW 50mW y C £ %E£ IBEE 1Chwey Wy tBWIFGCY ARower Jw ACE Cz

,

(FCC)Power GOVACU uCy

Point to Multi -Point =

Max EIRP: 4W
Max Intentional Radiator: 1W

) @ C480dBth U A (3dB Ihtentidhal Radiator ¢ v EIRPE 3z 6 dBA WAl v 5¢ v/ A A z
50w™ U
Intentional Radiator=1W (30dBm) + 12dBAntenna -> EIRP=16W > 4W

7> 16 =4 + 6 + @> Intentional Radiatorz 6dB (307 6) = 24dBm

Z> EIRP = 24dBm (250mW) + 12dBi = 36dBm = 4W

Point to Point =
Max EIRP: Unlimited
Max Intentional Radiator: 1W
%1 ingeftipnal Radiator @B/ i € © ¢ wz3dB Bahz CRacgH GaB bEAaSain a3 v
)1 AE 0] EGanAliv GAAesiyERWinEY:z FCRAOEY Rz Adey Ow:
¢ v ¢dvv UiWxnteAtionfal Radiator + 23dBi =200V ' AE 28dBi Ay ° AIRIY © §ywgj %!
) o Pawei B Cy veAve- UC IBI %av ECz
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SEuropean Telecom Standard Institute 6 2w IEEE ¢ wa ! Yv % y

Personal Area Network (PAN) IEEE 802.15ETSI HiperPAN
Wireless LAN IEEE 802.1% ETSI HiperLAN

Wireless MAN IEEE 802.1@ ETSIHiperMAN z HiperAccess
Wirelss WAN IEEE 802.2@ 3GPPz EDGE

= =4 4

IEEE802.11 ¢ wa ! &¥wAywao,

802.11 1t %v o ywam A\
YeEE OAAECUY 6UAWE RFYAANA OARIeE vy Y ¥at ivelesshAAN CHA v U & %F © § (
) ° E, Ad@wA

802.11b 1 Y%v ° y wa Ay
IEEE AC3 Ei, 44 APpbBav°y waWARI + W Wiy YHaAwpAi CREL y° 0 O6wA
)y °E gog.ilwp E

802.11a ! %v o ywam Ay

Ay wit¥ay oyymba ABEE DANMA 4 d WA %1 ¢ AvBo2#Thj ¢ wz %atewd %N A ww C ¥R v

6,9, 12, 18, 24,36, ¢ WA CVECY waB0R)EIwAwW X0 E v o ywao Av WM 85GEMzz 0 CUA:
IEEE 1% Ai © AV ¥%Ac WO MbpsA RateADdybling ¢ v a ° pler A% & B4 Mbpy
) ¢ AV E 2aviaps Ejv-11 A 280218

duwY UE€uy aonpsgoktifodonal Frequency Division Multiplexing) ¢ AA6 ApT £ ¢v 1Y

# %z %AMbps MEA CzwCroAr Ay CVBOATES T B VAIGBYay 3 y wa BEv Al G v

6wy wi #pl efvldieRBantly & beywi dbwer Band 6 WewMpi-door a ! wea Av ¢ v %z 1 ¥

) Yoy 20 MWD A ~

6wywid £ U&w GwW0OK#HZA | £ Awd E\AY 52 Supdarrie 0A @OCUED £6 w PRDOM %44
 pCic aFE@gwvAw O UAéy 6wuABRAT 2.06vw & %Y
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Primary Ai $ j wWYEOv¢v %0 ¢él® EC ASA2Miley A3FOridicEErTgr Corréctiow sec Av wz
yoyowAw® éveos: Az vy wSkeonddnpBata #¢ Aw o OvBatp&@ A vi © z €

802.11g ! %v oy wa A\

Upgidde wif 8a2.1b wz C{ A80p.lla 4wy, wABaMIz A € W3wALsMA i 1aAvEr yAw o A
DOPSK UCEC~ ¢wa ! v yweFrAM wkv) aasus JAwR v % 802.¢15 w3hz %@ §
yepi Cu Cyw{C

802.11h 1t Y%v oy wa A\
) ¢ Avi BREEO ARea02.11a A z EESIHipgdLan2 wz ¢ Y%awi ¢ wA

MIMO 1 GTz § °A%CU+HEHNE AL ABCZWaU a° BP2IMATR davA§we Ry
Y1 %yt av¥wmauAz uesyj AA i
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IEEE 802.11i ® %v ° y wao A

Key Generation AAA HAPI802.1x 6 UWE3 A4 'Y Avac Ey %ilBEEGOR.Clp & ¥av ® YrwA d v
)¢ ABAP YPN 802.1x ¢v at! weaeaAv 063 av éeAmuDalAuthenticdtionl E ¢ Cp U

5 ¢ v8021k FCWWAKGWA )XuMBentication ¢ v A~ WAp B2 y i A

Supplicant (Client) |
Authenticator (AP) 1
Authentication Server (RADIUS) §

B02.1x and EAP

Client Access Point Authentication Server
% | =
” ™
~4 A
Associate
-
EAF ldentity Request
-t
EARP |dentity Response EAF ldentity Response
-
EAF Auth Request EAFP Auth Request
i at
EAR Auth Response EAF Auth Responss
- -
EAP-Success EAP-Success
-t -

55 Ch1 CBAP Ut Al &2 HBRP: RAP @HAP A 2 ANE BAP

EARMDS5 1
EARLEAP 1
EARTLS
EARTTLS 1
EARPEAP 1
EARSRP 1
EARSIM
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5gé6¢v:¥%U~ Cu 1¢& %a
)y ¢ Av aMBsi ¢ alBRBeCEMNBi«v MDA JAYAGY U C

Dynamic %CUy ¢t wé¢ CoCpuv ¢ wA®o EAPz NEighiweigh LEARTTECA ¢ wAa
) ¢ A WHER Generditon

0 UY %y ®Bérifigaie Qyutual Authentication ¢ v @Ttamsper Bayer Seeurity) TLS |
YL AE Cu Cy W{ Cp E ~ Onangic Ugaie® Fedsiphaset WEP key ¢ vy a ! i

Az WADPE 0] ¢ wEARTAS AwZATwan@d ranSport ayeESedirity) TWLA
UeyAEFE TUS 60ywMh ~iAdtherdiicanod 0A3 0¥ u¢ AléSeryerEide Ceitificate
)¢ Av ta@edficod Funk Software OAAE Cy %

TAEYyOj%LEWEV AL WEBEMSAWEY CAwé B° Bt A ¢(Arowdbtpd.PEAR O] §y AT ACA
)y 1 AE CRuiltdhy W £ ¢isf#eU SAindows XP SP1
Au¥% 1¢é& 0r% A %dOw- Az ¢ wCSecwrd Reote/PaséwordpRPi § ¢ Av ¢ 1 %
YLyl vy 1T Ad

a ! weaeAulhentication 3GzGlabiedP ;| w O W(EEM/Bubsdibedidentity Module) SIM |
¢ £CY GAAl EzOw{ £%v %! déwzAu OAGIMCard; vaY Bv@exa Ayv ¢ v %z
Y ¢Av %z vwi CeEwAwpE ¢év ¥z
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Access point with an integrated PN server

Connaction
I l T T -
Access Point P 1
with integrated e
VPN server L2 Connection g

Server L3 VEN
- ~
Accesz point with an external VPN server

WPM Server
ar
Wirgless Gateway
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802.16 ! Y%voywnA

BAG UARIV g CEEE 3%0¢E1! It BvwavwavkA

IEEE 802.16 1
IEEE 802.16a 1
IEEE8B02.16e 1

° VIOSHN 64C ¢ OWHvV A WE 36R %A LARSK @AM (A CE AR@AAT £ ANCTvy ¢ Cé e
n v Ag & y
) ° @b i ar8eomzAMBMHZ GSM ¢ wa g o EQh 1y WeA{EW Uyv

awAoy¢cwA § dAT Worldiide mterdperabliitg fot MickewaveeAcaess MBAAX Bo T
)3 #-, WiFi 6 ©@dv-'wzl AOzv Y%

#0211 ¢ w{ é%$ o ChoeCz
)y @¢AE Cu wpEj | °yKE GCwadvweyAwe ANz Wi

OpenAir 1 Y%v o ywa Ay

¢ Y%A PBHSS ¢ AAG NpT AVirgless LAN IdetoRerabiliyyForum (WLIF) OAAE 1t %v o ywn
vowil ¢ whA Azj 2wzO3w i AV Bz W 8 g « %1 € O WA b B Il.6MbpsweepkbpsAv G E v
)t A{Yy

HomeRF ! %v ° y wa Ay

Bz - "¢ v, %E U esSleqpigneyCHEDING 0 & ACH &S Clu ZUhEIHZ © v W A4viRly wa Av
) ¢ AavWFRBS A

Shared 0 w SWAPWES ¢ A AlG3Aip 1 VAD Nibpsv (A4t y\Wide Band Hoppiadg, HomeRF 2
cwa ! w%voywdAv #9 ¢TDMAGESVMAYDN{ £ & C $brdess Pecasy Protbtol A i
Cuceoé 1t wyoggaib WEP gvv WHRWEQIWAT -y v e AvpAza e BECTa t waen Ay
)¢ AQpenAir
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Bluetooth 1t %v ° y wa A\
YjtDwdll time 94t Cu 3%CCa £l nARwWas . v RgnacheBopiigz v ACy C AAG A
Y al %i3+0-1CHBketoath41& ¥ Y ° T LU 24AGHZISM ° OwE £%V 1y 0¢AV3 ACy
e Ow pyuye WieEr Gavy Hopding 0+ AGw Wi 0 3%0W AZ CuA-bamdiNoigeEp v A [343 z
)t %A - @NOBmé&ooth ¢ wa WL E ~
) ¢ Av  BlfetBothA & NEBEz O Adrdbnal Area Network +3w#p-z'1,%0v © y wa Ay
, +122%BmEW WAY | IniW, 2.5mBVj 100MW 5° y AE EawerAEp z Blhetobsh ;| v ACA- £
YL %yl ¢ %o

Bluetooth Special Interest Group (SIG)x § A %21 |

www.bluetooth.com

Infrared Data Association (IrDA)
0y twoe¢Av ar et YAIUYVEAEWE 1 %vo ywolEVECYV ! DR A WA Rv U
Y Av +AA%uu %BwCAz wadv Wi C WEEGQHA |

i 6t Ay 061 vARF ®prefd Specteum aEW  ##/z °pi CacAARpAL A Vi
) PCal U PRz a vyl puBEswKBps 0j OAUG PO ¢ Y ¥AMbps oA D vy Aii v ®© 32

1oy WS WE (0] ¢ $2%svage tCoc wRYE WORN uC EWNEvBA Vaed AGIC WhiVYj E
A«AECwzaa Y p3pA aCpbN Co3 Czwwodj PRomtigRoith éswa Vi YPATEEY AT ¢
0jin-ddor a»nwi)a At Ca AT Ppu AT 6z at %y HA]{QCEWA%Y%BAY A
2mMW$ ¢ Av Y%y Yl % CEmere AT BuE & ¢ iy EpeApactSingle®aan Netlvgring

(no ¢ Aivi G0 %CaAR AP&ER CYWAEACUIOIWECH OWDA AWweé ¢CYERNC Az AKBIEU ¥
Yavesdropping)
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http://www.bluetooth.com/
http://www.bluetooth.com/

Spread Spectrum ¢wa 1 CpT £ y ABHEvYy

GACA&y°
Spread Spectrum X

FHSS V
DSSSV
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Modulation

v ) # GAddof £A Digital eAModem o &t COC U %t aCpwdA BIAd L AK ¢
51 %yl 1 A« VdeChzil &vuBaBipr @& AP Y #dctrommgnetic © v AVAVC A¢dvy © 1

Ap U v ASKA4W 3CCAE

Aywi ¥FBK %! 3%CCAaE
¢ WRSKYHC Ca £

Spread Spectrum 1 Cp 1 £

tuCé Eawy YE ARt OLwiAl { BwZ wa C & Shréadl pedrun & %y | O & fv
YE Cywovpa ret  atl wawyAwi owaw AC tsway AW A
awAz 0j Az ¢{ AEy ¢ %E U Narrow Bawdz ¢ Sprdiad Specgum GO W {EE Y °i1zG/k
y ¢Av #dwz 1 C~ Paes$ WightPeak Pow® AQIWatow-Band AivCaEwsid wigtl
CoAAYy ®Ndise AAShrdddiSpectruntsl )I\@Cw | AT wad oo EQd&mming v %t C

)y ¢Av ¢ctwi AC@AE Cav CAwRw

Marrow band ve. spread specirum on a frequency domain

P A& ,""-I Marrowband
{High Peak Powsr)

f II Spread Specirum
' {Low Peak Power)

b T
-
f

5% CphpCz Cu Ca udrrowbgnd: §gread Spacuin (Y4 W a9BE ¢  ¥!

1 MHz Narrowband = 10 W Power
20 MHz Spread Spectrum = 100mW Power

) 8¢ %V PowerwBy %UEWCz %ol ~ Ai Ay
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DSSSHHSS 6 U WE A otAUWp £ale CA Cz ¢ wSpreddiSpebtrum w Gaz /BTGy UAY
)yt AE Cu

Q!

FHSS (Frequency Hopping Spread Spectrum)
yoar Cu %CALHWS | Ao Phahyadvid Ay wesmEoR wi C z 79Hw i ¢ A
# par CuC CaypliCaudeBeRR V 12 Yol CaRiugtooth$
Jo pOBwitch ¢° bz Aywi %8 +Avt® p23 8 &ALy wEI OB Ol imesd 1 ¢ ¢
) #CAV  AGCYWERBI MipFme® ¢ ARz AilC EfEtcheié CA xé y
C Ey wi wmtkrfereriee -AV ygIC E3wzu A wiel time %8 & @ddZArGughput o Co Av A.  w
Y Ewz ! weé ¢
Ueév ¢v okBopvAE Chiz6 P2 E wmppiRgy ol &: A CltaBnel VAL G ECC ° € A0 C
Y 8 Chi a@weGea AWPopv w« Al

51 3% ¢CP{£f WAVICC §AYy@BE Y ¢\

01 MHz %O0Ow Jz%iAial wetliz 2ay2i | BA §4 LJOPWHAEZE 6 é Vv ¥ 3 (1°PAEVAME
Y Ewz AIME Wi v |AtEtiaBal Radiator W &hannel

wCCat wz wua a2EmMW A LPMHEY WA/ z 0°6GEPwe A#BFaGEA B-@YAA 0 Ay wé

Y6 Av Acdwé Eawi ¢wCy 1 ¥

Single frequency hopping system

24835

2.4000

Transmisson Frequency (GHz)

Elap=sad Tims
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DSSS (Direct Sequence Spread Spectrum)
FHSS Az DSSEEyYY © WO, £ Vo wiiwwAp £ § °y %22 MHZy WwWEAG NSRS g a wz A
22 PSSSWUPIU atl waeo AT MO EHSAw ¥ ddpAdlibatet wz 6 - v° £ EAT [z $
MHz

0355 non-overlapping channels

- 4

Channel 1 Channel § Chanmnsl 11

| [

2401 GH=z 2473 GHz

I VR TR I

2401 GHz 3 3 2473 GHz
MH=z MHz

(Co° 3 Wi u 1 &6¢AA BRESVEA - Fam y v 4 %w ¢ waw CoBa{ CmAC éPSERY wii © p p
Throughput ¢ C-z G @ w A B ECa FHE® W% BB i Yowi DESSVAP & A libjiafida)E
J vl o€CCamw BESEHRT CoOwd Yt !

v écwatveywoAv {0 y OAECYwHEDW BE6S Wil vy ¢ o w6 exp b
) t@\lFack Co3 v@ir Hopifglait®c E UCCPE£ EC
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ye e ~

802.11 ¢ A1 { EE®BwWd - -awA

SSID& Beacon X
Scanning X
Passive Scanning V
Active Scanning V
Association & Authorization X
Roaming X
802.11 ¢ wa ¢ AAGA~AE
BSS V
ESS V
IBSS V
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SSID & Beacons
)L AE (Baacon §oiBe@dvice SetID), v o CA  QArcess Roint (AY BIE WO Qva ¢

+wy U&v BSSIbAE Gua Chse®dGhsitikeCSgow AvviPgunique) weo i & §SIDAv AT { [
¥ AE CuBeacomnAGANA fiv &
O0CTEE v% AT {E i¢& w£lieAtEwaPwESSID (BBSID)EAT °¢cAwz UASTV{ EA «AEA
“oywEy 1AD MEMA 1BS8Ibz ) ! AE BSSDyBasiciSerjice GetID) wz ° éw{y ¥
#t AAP

Cent AR ¢v  Ai ©° po Ay CABedESNA W A ¥ jw i A zBe&6dn IManagemehtAFrafd w &
atl ¥  #S¢nghrotizev e wd O& v Gz ° ft YuBcliebw flidnte otk Aoy AE $Cu O6wA®
513%i 0OGvApY wBdacoda@ & wUY%Y Ad b &y ¢ G

) %C0 z GlighA IfP °udOwz ¢vdawé %t § 6 wAitae Sy@ghmnizatiod wd acwz & C
Cu 1 , BencohlGgrvalv &:C p Benéon WA ¥z + WRSS GHbpplhg Qwiug % ow”™ 0 %AOz
) 8 CE Bencot %Pz pu €% wavEos 8Pp\o%%

Hop Az OAz¥Qp WESaSEAOGhamngl Az OA z %USFH/DSYHRAMetdl vy Ykt
YA E  C U Beaddry © AHe@Dwell time ySequence

A1 { E AMAC®{dreas®ApU=sBEdidn wyz a °SEID Bemdba:2 ¥B3SID Information
Y AE Cu & 60

C (Bleeping ¢ & w Statidnz Powedt y ¢ %Owz Shmaffid Indatdr Mapé(ViM)z 1
Y YyAE U600 wAY] WEEQuAIE %EO WA §P € EBE G0 WAk

P iy EVAP ABRREAZ HLA® © yiwed BOulipaded Rate€ Yy W{ CoE~ 6 2
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Scanning
%1l v YlListen) A& { E OusE COAWPUSE RAVMCIA | vewi e e %0 ¢v @iendh Cz A1l
)Passive Active 5% CfA  C0 jSkaAning Ay pAdSAaiinnG LAA Y ¥~p it cw°e @z HA. 1 3

Passive Scanning
¢ y38IDV)¥2 AE (oin OAG WEE Ajz%Al Béaton AP ¢ p i °© & MBtatbd GGIATA 0lzé v Y
Passive Az ACy A7 {@Eiend) * A" &w Jv EUSigabhSirényth y + @harfnéliii %21 A C
) © &l Sganninguv v

Passive Scanning

g

Beacons

Active Scanning
°ywu Cu(Prabe rkquestBtlasp u ~ EYv S&IBCiEnA v FbHaSiuéMiO Wz ¢CPNYy
° pbi CBroatichsy d1% AP \&Ha ¢ SSIDBAoateadt i Aient 30 & 1 (Rtobenéspobise) )
U ¢ vBeacen ¢ PAPWAIRO v xVA« AyAA Gev ) # CoSSiDalient xéw 3Bz ¢ v
) ¢ Algstamp TIM ¢y w3 Ai | ¥ w

Active Scanning

Probe response

RN '
/ v * Probe request

~
—
-—
-—
-~
-
-
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Association Awuthentication

UEAWLRADIUS 1 ¢ AREA NG ¢v owl 8w CA v &gtatighiAl-& dewPAv %t =+
) ¢ Av ¢ AMEAIzZVAARY ~ V ¢ R AuthéndcatBrw Av ¥z
cavA- AT {E %! 06wA&ussoiatd & \OEPZAUAMEhentieatewel yiclienvghwie A~
)1 Az

Assocciation

L
/ ' Association Request

Association Response k %Ciiem

P pi Cu 4&acRuthehticatioh g PH-YV 3%y © ywo Av

¢ AvQlent2BSID 1o £y v wz defdup £° BpenvSysteval Autheinticatidov
¢ WER § wu CUAP £%iéw Ylids 6) s Al { E ARPzYy \AdtheptitatioA { é | LAT %
U¢&v %kl apMssociation e O owi OWd¥Evaywedhv yé¢BWwdyAu v AdS3
YT AE Cuay alajEyAnS@EwARi L tabvivg wE
Open System Authentication Process

Communication Process

Client & request to Accass Point
authenticate iz sent l
% to the access point 1 P
— /

The access point
authenticates

i

—I—__‘_'_
i
The client connecis
to the network
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Ué v yAGEl:! aAuthenticdtion U C WEPAY v C Bhared ey Authentication
WEP ° (Oidnt w£ GClerWextA puiOhdllenge 1 AP o B Az v GledtEv ¢ Av A. %1
0! %z dwzt MEv ¥RlienQyovw 1 (E&v  0APAQGzU A wiell xBrdbgat U édsyj y: Api
WEP © Co8yi v ACy¢YA U § Endrgpéeds Mlaiv Téxt U ol A - Hacked w i wikv° ®zCh U v
) prAOWY P

Shared Key Authenfication Process
Comrmunication Process

Client A request to authenticate is Accass Point

sent to the access point L l
% T ";,.#

The access poind
sends a challenge phrase

——'_'-
R

-~
The client encrypts the
phrase and sends it back

T

The access poind

verifies the phrass and if they
r“atcl"jgihe rticates

i -
il
The client connects
o the network
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Roaming

Uév Az gCOWCadBuUbevaw{ § ¥Oell BaEIlViE e ¢AV %y %W iyRoamiifL0E + 6 w
v Cz@erlay % voswit 0 \CallWipEeé a ivdizC panEp 0y Awpuo EBEAwC Wiy
yLAEy U0é Ow{ LelivBeil ° Ewz

i€ ¢

Roaming in an ESS
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Foaming acrozs Layer 3 boundaries
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A wirgless bridge in repeater mode
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Wireless Workgroup Bridge
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Building to Building Connectivity
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