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CLI lasas

13,10 9929 (g yiwd mhaw 98 §Ks pulais (6l
(User-mode) , )15 o yiws

(Privilege-mode) Admin . s

2Ulg Jlie joba dgiie oolitl 65,10 5Ls (0g0me (g yiwd 4 olaygil ] sl Privilege = 1 4 )15 o
ool User-mode Lo ol pb .S PING j55, o,0 511 1P oG b axab asals 1, ¢yl

cgian 3y de Cpl 4 5055 slay wigidie Juog g, 4 (B

Router>

bwg 5 pl g mgp (EXEC 1 Ko ob) Privilege-mode a4 wb pesl aols 65V o yiws Sl sl
15 Jlie axiles 0giua pll €NADIE jgins

Router>
Router>enable
Password:
Router#

Privilege Lo 4 wlyie oS 12 g anlgseas Password Lo 51 YL Jle G5 5 il oditd pulais g, 3]
se>g default & jgn 55, 4 0,5 Telnet 1Kl sgis oy PASSWOId oS, 50,8 (JguiS G2,k 5D ol cows
eiSs Joe 5 &9 (Password) Enable Secret oo 1y .o s

Router#config term

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #enable secret my-test-pass

Router (config) #exit

Router#

*Mar 1 00:23:45.375: %SYS-5-CONFIG I: Configured from console by console
Router#

giders 00l Slarild os5 b 0gys Cgz 45 saazr e il o)ly CONFig woe e 4 YU Jle 4o
el oy o cONF U Lazsl 4 L configuration terminal [y U a5 ol Configuration Mode
sl 10S a4 by e a5 oy .55 oliesl Enable Password L 1, jgws o) 28,5 < a5 1, Enable Secret ..
Doy ) 30, 05 L SECTEL L 5l sugi 0,15 Privilege Mode « enable jgws b wealgse o 1o b (ol o0l

20,5 el )8 lasly ve play gw o B asslag 1 ey ol b 1,500
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L g s l) alie Olygrws b Hgiws auds (e (Jlgm cudle) “?7 adS SS a4 a5 el ol CLIL IS o5
Slp 1) jgies ady §Suw TAB 0l S0 fpewd 0 oS Sl 1) o,k 0590 el wdaio sl yal,b yleo

WS JolS e
Router#conf?
configure
Router#conf [TAB]
Router#configure ?
confirm Confirm replacement with a new Config file
memory Configure from NV memory
network Configure from a TFTP network host
overwrite-networkOverwrite NV memory from TFTP network host
replace Replace the running-config with a new config file
terminal Configure from the terminal
<cr>

Router#configure ter [TAB]
Router#configure terminal ?
<cr>

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

> 05 L g oS 39 | LT o,bgs g oaus |, = Dlhgiws pulgis S aas ol 5 Yb e oS 5l eslal
L g mgpe b o & CONLIOl + A (S a0 oiS 2ol | gm0 g 00,5 S > loyd bas 950 conl)
configuration ;I Control + Z \ 4 wiSw refresh |, ,oius Control + R (s clysl & Control + E

(End 5 EXit ol )giws slx) sl (g0 olyee Mode

axgie g, U oS ol JolS 1) &l jgiad Cond oY oyl 00,18 by 28,5 HEP 1“7 51 ool (S gl
ALl 052y By Glad b qplie jgiws aST (o yl ) i |y Heiws SO sl By iz S lsie 05l Lo jslate
. cwslenable L ena S (asb

Router con0O is now available

Press RETURN to get started.

Router>
Router>enable
Router#
Router#disable
Router>
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e&&d‘)aLualillf’qngﬁjJ da 4 gSa

aSs 4 Lisle INterface &b 5l g, oo ls IP AdAress « jls eesl bls)l jo Koo sla aSos b aSal sl
e ] Olass 4 5l e INterface o1 6 cwl o5y Interface o g1y IP o 0give Jog calize lo
S a5 3 Jle @ Interface G IP olass

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface fastethernet 0/0

Router (config-if) #ip address 192.168.100.1 255.255.255.0
Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #exit

*01:36:52.263:%LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to
up

*01:36:53.263:%$LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0 changed state to up

*01:36:53.831: %SYS-5-CONFIG I: Configured from console by console

Router#

s, FEO/O = o) Interface FastEthernet 0/0 5,0 4 e w3, CONFigUration se 4 loxl Y Jls o
Jws & Jus,e <J> 51 1 Interface o1 NO Shutdown oo msls olais! IP G &g cpl 4 g (g
exit L 5 25, configuration mode « exit <5 4, Interface Configuration we 5l eew 5 03,91,0

EXEC as w5 0,bgo

JS590 L1y b plo cpl olgiee omsSs SYSLOG Lo plin cpl 0 a5 ool Lo @ plo aw YU Jlis ,0 oS
S ) Ll g assls 15 amae &, 5SB! | adeen b oliw,3 SYSLOG SERVER X 4 SYSLOG
FastEthernet0/0 ,» Protocol -osl YU a4 pgs plo tossl YU FastEthernet0/0 a5 wole Jgl plo oS
21y Sles CONSOI I pis o5 wiSio (lsie pow ploy 5 (Col oy 4 @y Ladly )5y i) 0iSeo o)L

el ails Oledass
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Show sas 4 cuss g Glulad

Show ip L auilgies EXEC s jo Sl onds Jloel sty ol 00lo bl a5 Slondati augd (yiadne aig%> Ll
(e |, 515 a5 interface brief

Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.100.1 YES manual up up
Seriall/O0 unassigned YES unset administratively down down

cw 192.168.100.1 )01 o) (g9, cawl Jd g oael YL FastEthernet0/0 a5 sio YU jgiws 29,5 50
ol &5 wSes olal ol 4 administratively down o jle L g oog ool Seriall/0 a5 Jb o oai
<l Shutdown ol lass s Interface

Privilege as (y5,0 5 sai z,= Configuration mode ;| wb oS oolicwl SHOW @l jgiws 51 aSal &y
op |y sgiws dw 598t SNOW &l jgiws 5l ogia ool oylis ROUtEI# & jgm a5 .5, (EXEC Mode)

:M‘))S

Router# show version

Cisco IOS Software, 3600 Software (C3640-JK903S-M), Version 12.4(1l6),
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 20-Jun-07 11:43 by prod rel team

Image text-base: 0x60008DF8, data-base: 0x6296A000

A summary of U.S. laws governing Cisco cryptographic products may be
found at: http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

Cisco 3640 (R4700) processor with 94208K/4096K bytes of memory.
R4700 CPU at 100MHz, Implementation 33, Rev 1.2

1 Fast Ethernet interface

4 Serial interfaces

DRAM configuration is 64 bits wide with parity enabled.
125K bytes of NVRAM
8192K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102
Router# show diag

Slot O:

Fast-ethernet Port adapter, 1 port
Port adapter is analyzed
Port adapter insertion time unknown
EEPROM contents at hardware discovery:
Hardware revision 1.0 Board revision BO
Serial number 7720321 Part number 800-03490-01
FRU Part Number NM-1FE-TX=
Test history 0x0 RMA number 00-00-00
EEPROM format version 1
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Slot 1:
Mueslix-4T Port adapter, 4 ports
Port adapter is analyzed
Port adapter insertion time unknown
EEPROM contents at hardware discovery:

Hardware revision 1.1 Board revision BO
Serial number 10300772 Part number 800-02314-02
FRU Part Number NM-4T=

Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.100.1 YES manual up up

Seriall/O0 unassigned YES unset administratively down down
Seriall/1l unassigned YES unset administratively down down

21,5 4 Serial Number 4 1381 o ass sl wilgiwe a5 ShOW @l g 5o 5

Router# show inventory

NAME: "3640 chassis", DESCR: "3640 chassis"
PID: , VID: OxFF, SN: XXXXXXXX

NAME: "One port Fastethernet TX", DESCR: "One port Fastethernet TX"
PID: NM-1FE-TX= , VID: 1.0, SN: 7720321

NAME: "Four Port High-Speed Serial", DESCR: "Four Port High-Speed Serial"
PID: NM-4T= , VID: 1.1, SN: 10300772

oS o0liiwl 3 9tws 5l g, CoONfiguration ;us sl

Router# show running-config
Building configuration...

Current configuration : 996 bytes
|
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname Router
|
boot-start-marker
boot-end-marker
|
enable secret 5 $1S$SkRKISRcJRBAmTg8/Xgtm.YSTSA.
|
no aaa new-model
memory-size iomem 5
|
|
interface FastEthernet0/0
ip address 192.168.100.1 255.255.255.0
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duplex auto

speed auto

|

no ip http server

no ip http secure-server
|

line con O
exec-timeout 0 O
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 O
privilege level 15
line vty 0 4
password cisco
login

|

End

adasS 0 yadd |y 3 9a Cilaaldd di ¢S
o2 JES NVRAM . 51s 0 15T 5l 095 oo 5l g, Slewdas o (Camsy) REIOAA 51 s a5 ) (0
5 5 Jb y0 g 455 15 RAM (45,0 a5 osXe RUNNING-CONFiQ 1, (12 Jl> o cleadas) SesS Sledas

U |J.?‘

Qgiee S RUNNING-CONFIG (yg,0 oo ploxl Sloslats g 89,00 o 5l 5, o Restart b ,» L RAM Ul
o5 Startup-config 1, NVRAM (5,0 cladass .o ls s Bailke cools a5 <ol NVRAM

oS 13 NVRAM 090 |y Sleadas Wb (oS 0,53 1) 095 Sledass aSyl (6l

Router# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Router#

WHEE & jgm a5 gt opl (o8 8 5l ol COPY running-config startup-config ;i eolicw! (sl
(00ummsy &l 4 o003 sla [OS ) 0 eoliiul wasl WI jLazs 4, L Memory

Router#wr

Building configuration...
[OK]

Router#

Al L3 NVRAM 4,0 statup-config s RAM aliél> 5,0 running-config .
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a5 Backup cstedsis 5108 3 5o

c\l.....uy La p...b...\.uo ).:5) a ‘) o&;.mo Q—l IP ‘w.....ul.: 4......4‘0 ‘) TFTP Server c\.nla).: La U9 oli;.w.) s.i» S99y w...dls
oyl 3l adlstee |, TETP SErver asy, (uis o5) ams Jsl |, gleyls 050 slo L L L TETP S5, ,
..\.,..5 C,él.l)o

http://support.3com.com/software/utilities for windows 32 bit.htm

s Sadan 4y ailyny o anls 1P g yo 59, 5 55 (in ail )13, b TETP Server 5 s, o IP LU

ol asls

Router# copy running-config tftp
Address or name of remote host []? 192.168.1.99
Destination filename [router-confg]?

Copied tftp://192.168.1.99/router-confg
Router#

p,...,_f oolazw! )5,:.....».) 09)0 URL s_§.> t._))aaaa J;lS 9 TFTP U”")‘ﬂ )l p..u‘j.u..a u..\.m
Router# copy running-config tftp://192.168.1.99/backupconfig

ey |, Flash Js1s 10S L6 g 0,5 solawwl TFTP 5l oy (oS ags olociiy (sl aseas 10S 51 aS) sl
22,5 o5 TFTP
Router# show flash

—#- --length-- ----- date/time----- -- path--
139801148 May 06 2008 19:50:38 c3825-advsecurityk9-mz.124-15.bin

13901824 bytes available (50114560 bytes used)
Router# copy flash tftp

LB pbolo 1y 055 aisee [0S 545 sl g, Jow ;2 a5 b o] 5l g Sguiue a5l .bin Ngaw b aiien IOS 18

Advanced L Jlis ;o a5 sgiue 53 asens FEALUIE-SEL (g0 ol 51 ey 05,50 51T 59, 0)leds s 3 C 3> L

o2l 059 0 )les sl K00 sla 1OS & s aseus ol (gl oy (sl slo cbld sasms (\Lis a8 sl Security
A0S glgil 5,50 5oyt ledbl 6l el 12.4.15 1OS
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oS ool (aladl> JS' 0,5 SL) Erase b g (b s 00,5 SL) Delete jgins 5 Flash 0,5 SL ol
S YL I0S 505 g, labas (5 @dad & 90,0 ¢ 0 Sb 55 1OS Flash o5 L L as ol asls a>g
Clye g oS solitul 0sS caas i [0S walgses g aslas JB gl a5 Sloj 5o L Hgiws ol 5w ol

laiSS Gogals b em, [0S g 1) 59, b sl

1, 10S L6 cencdls 10S 1) clys s websS ol g, "5 L "8 B 0,8 oS sl 1, TFTP 5l ooliciu
[‘,.HS 0)‘9 ‘) ) )5.'1....4\) 9 osls )|)§ TFTP 99y J.‘>L)

Router# copy tftp flash

G FTP (1 a8 cul opl jo oolis s ol plomil ) 57 et olgie 55 FTP JSGg 5 b piislas TETP a5 550050
2w, 5L Password 4 Username

Router (config) # ip ftp username cisco

Router (config) # ip ftp password ciscol23

Router (config) #exit

*02:48:33.703: %SYS-5-CONFIG I: Configured from console by console
Router# copy ftp flash
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