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R1

interface Ethernet0/0

ip address 10.10.12.1 255.255.255.0
full-duplex

!

router ospf 1

network 10.10.12.1 0.0.0.0 area 213

R2

interface Ethernet0/0

ip address 10.10.12.2 255.255.255.0
full-duplex

!

interface Ethernet0/1

ip address 10.10.23.2 255.255.255.0
full-duplex

!

interface Ethernet0/2

ip address 10.10.25.2 255.255.255.0
ip ospf network point-to-point
full-duplex

!

interface Ethernet0/3

description Internet

no ip address

full-duplex

!

router ospf 1

network 10.10.12.2 0.0.0.0 area 213
network 10.10.23.2 0.0.0.0 area 213

network 10.10.25.2 0.0.0.0 area 0
I
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R3

interface Ethernet0/0

ip address 10.10.23.3 255.255.255.0
full-duplex

!

router ospf 1

network 10.10.23.3 0.0.0.0 area 213

R5

interface Loopback1

ip address 55.55.32.1 255.255.224.0
ip ospf network point-to-point

!

interface Loopback2

ip address 55.55.64.1 255.255.224.0
ip ospf network point-to-point

!

interface Loopback3

ip address 55.55.96.1 255.255.224.0
ip ospf network point-to-point

!

interface Loopback4

ip address 55.55.128.1 255.255.224.0
ip ospf network point-to-point

!

interface Ethernet0/0

ip address 10.10.25.5 255.255.255.0
ip ospf network point-to-point
full-duplex

!

router ospf 1

router-id 10.10.45.5

network 10.10.0.0 0.0.255.255 area 0
network 55.55.0.0 0.0.255.255 area 5
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Rl (config-router) # area 213 stub
R2 (config-router) # area 213 stub
R3 (config-router) # area 213 stub

Area ;| Ulgiwo cwl Area 5 ug,s sla Subnetwork a, Routing 9 Csowiws aS Jlgw ;305 vz J> Sl
15,5 oslaiwl Range

R5 (config-router)# area 5 range 55.55.64.0 255.255.192.0

R5 (config-router)# area 5 range 55.55.0.0 255.255.0.0 not-advertise

b g adaw GiuyliS asb 5l ugyw a4 /YA eaus Summarized w)sl SO Wigas |, A1 g 18 aSuw Jol bas
Ugow U 898 aSuis 95 i Luy uSaow &l Ugw @ |y 00.00.0.+ /11 Ug,s S Lw,ysl sy pgs

1 Ugnwo Advertise

R1# sh ip route
55.0.0.0/18 is subnetted, 1 subnets

O IA 55.55.64.0 [110/21] via 10.10.12.2
10.0.0.0/24 is subnetted, 3 subnets

C 10.10.12.0 is directly connected, Ethernet0/0
O 10.10.23.0 [110/20] wvia 10.10.12.2
O IA 10.10.25.0 [110/20] wvia 10.10.12.2

O*IA 0.0.0.0/0 [110/11] wvia 10.10.12.2

R1#ping 55.55.32.0
U.U.U

Success rate is 0 percent (0/5)
Rl#ping 55.55.64.0

Success rate is 100 percent (5/5)
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Rl#ping 55.55.96.0

Success rate is 100 percent (5/5)

Rl#ping 55.55.128.0
U.U.U

Success rate is 0 percent (0/5)
s sy Lo UKJJH

Saeid-Alekhamiss

Ssaman

vlsa> Sapo

Jlgw sleo J> ol ol woowl aSii ausy Advertise g ;9S50 aSiais 95 AU (sawyiowd ooy Ulicwes J> ol
595 J> ol) g olgxds @y wVlgw @ algine 50 CCIE Ulxinl 55 .5,800 3950 JolS jluol 9 35,1380 b 05 1)
U9y i U Jlgw S 4 Ulgine .55Su0 H13 (uls,l 3,90 Routing Table g Ping Lol )> as dwl
owl ppo Jlgaw Wlasl ay (suluiws Lulgs ol gawly

S wle) 1) cowl woyil a0 RE (sowyiiws pac aS Jlgaw owilgd 51 (sSu aS sg) b ,lp> Iman gowl
Sowl s 5l o L8 5L MY asb alewlio aS wsls gowl Jlgw @ las aww > ;05 Shayan Kargar
NSSA @, ,=io aS oauw oslawl area 213 nssa default-information-originate jgiws ;1 R2 g, wliwl
R3 9 R1 g >9dmo Jags, OSPF Sla,ig, ow Hello g LSA s P-BIT wdls> (ol )5 .guine au>b wuass
area 213 jgiw> 3w R3 g R1 g, b aauss ol 89, Sy oS 80 sSuluod all, R2 U aislgsaos

o 3,lg Nssa

NI
CISCO.

in Persian
Page 16 of 20



BGP il

.owl Loopbackw,sl SeS, Autonomous System g¢s s BGP JSig, pudaii 3,00 55 qiad ¢l Jlgw
.cowl AS200 @y R2 9 AS100 @, (slsio R1 Lig) .ailaio ,S0aSs @ gwsw Sy abwlgy R2 9 R1 sla,ig,
s Cowl 000w 031y Wlian 5 JSoi 55 yig) 95 4 Lwdl

192.168.12.1 192.168.12.2

1.1.1.1/32 2.2.2.2/32

eBGP Ul

(Y.Y.Y.Y 9 1.0 w0 pudais yig, 8 Sy, Loopback yw,sl S JSoiw @y a>gi b

5,5 51,8, 5,55 Loopback au 4ig, Sy Loopback ;| bli)l aS auS pudaii (sijgas |, yig, 95 €BGP bl
(2ugais g, Ul uSey g V.Y.Y.Y @ 1.1, 51 BGP sla asuw)

L) 595 Llg> loi> (sugSzwl 5l Jud .0uS ,S5 comment wyga |, 595 R1 g, router bgp Jiuze puwdais
S5, Joe 5o bow J> ol cowl (Sow Ugx L auS v 93> Lab e ,ig) Sg, L GNS3 L

afean]e
CISCO.
in Persian
Page 17 of 20


http://blog.shafagh.com/persian/2009/02/06/gns3/
http://blog.shafagh.com/persian/wp-content/uploads/2010/10/ebgp-question.png

BGP adiloss feruly

25,8 bl ulicwes 5l sues Sl Sd Fuwly ju BGPUlgw 2, 5l Gy <o Uail aS jghilod
SoS U . owiSao o3laiwl neighbor x update-source giows 51 BGP sl aiwy Source us,S jaxiw Sy
1S Jlw,)l ubuod Coww @ ) TCP Sl auww « Loopback w,sl U aS pwgSie R1 @ (B9 Hgiws
iy wleMbl cp> S osleiwl GiwEluwea U bl sl TCP JSig,y 5IBGP (auilaw aS jshilos)

390 plowil 315 Jileo o 53 prkais aod (A4S £5%) BGP oy @

eBGP disable-connected-check

192.168.12.1 192.168.12.2

1.1.1.1/32 2.2.2.2/32

L bls,l ,5> BGP JSig, (RFC wlwly asl, woww Loopback Address ;1 oslaiwl Lo (Jlgw ppo asss
Aiwd Juaio (Directly) lowsiowo aS sil&lwwod U i Default @ g0 €BGP 395 (s>l 0K Luosd
L sl aluwod S pay - iSuo cow S Ul 1) 595 Sla aiww TTL O 5 ogMle 5 aiSuo 51,8, bl
b3y oy wisar blo)l cual 50> aluwd 5l s Hop xix b Jaio lagiiwo pwpsl 5l 1o sow)sl
L, bli)l Ulgiwo 9 1Suos Bdxo TTL weild IBGP > .cowl €BGP 5 (suwiol sSiu9 S ol i adlgz
9> o Route LU W Loopback ¢ bli)l sl 25,8 5158, 1)l alols pd 5l aS ilKluwod Gw iy

1wl anwls 39> aluwed

Rl (config)# ip route 2.2.2.2 255.255.255.255 192.168.12.2
R2 (config) # ip route 1.1.1.1 255.255.255.255 192.168.12.1
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3,5 > 1) 399 alne Ulgino yivg, aw @

S J> ol

router bgp 100
neighbor 2.2.2.2 remote-as 200
neighbor 2.2.2.2 disable-connected-check

neighbor 2.2.2.2 update-source Loopbackl

Session-wMo> 5l yig) Wygo (N Lpwized Gowd TTL a0 Ugx ccowl J> ol) uyips ool bo gulow 5
S 8 blo,l albiwesd L TTL=1L 9 1o sw wlel sHijacking

9)J.>‘O|)

router bgp 100
neighbor 2.2.2.2 remote-as 200
neighbor 2.2.2.2 ttl-security hops 2

neighbor 2.2.2.2 update-source Loopbackl

3,800 ks s Maximum & yg.as |y (sadl,s 9 sJlw,l S anuwTTL Jbli,l cussl sl ttl-security Hgsiows
Jlao Byb 5l 9 aiwyane TTL=255 U |, (sJlw,l Sla @i 39 pudais HOp 95 ,iSla> byl (sidg iy
sguinod plsl 0 Connected-Check jgiws ¢l SoS L .asS @il gewl B osyls jUasl TTL=253 Sl b

S 513 bl)l pd b ailgine Jiws Jaio pps pasiowo aS aluod 95 9

CLMJLJ.>'0|)

router bgp 100
neighbor 2.2.2.2 remote-as 200
neighbor 2.2.2.2 ebgp-multihop 2

neighbor 2.2.2.2 update-source Loopbackl

a0l 9 0300 Juain pudioue Glued aS dguiue a>gio €bgp-multihop jgiws ,blx eBGP vy, ol 5o
ax ;8 .guinwo Jlw,l TTL=2 L BGP sld aiuww b Jln ;> .adxws plxl |, Connected-Check JJs
Sl g LU o Giwl39l 50 BGP bla,l (il Seuwy ooyl b > 538,50 |, ebgp-multihop > hop slass

53,50 Lo yijes Juoled jlIAttack

1N
CISCO.

in Persian
Page 19 of 20



s sy Lo UKJJH

5,5 Ulodl

wswslbo i)l
a.zamanian@***** com _slc
bleeed_it_out@*****.com
Saeid-Alekhamiss

saman

(dotnet) lalb

LRV

morteza

ulaas Sipo

owl pasi B g oasw o)Lul Bgd Givg) auw , @ aS ws,S JLw,l Saeid-Alekhamiss |, gowl ¢uyips bl
> plxil 1) ooi aswles locw 51 Jlgaw 55 aS Ss)lgn Lpis 9 2usS s guwly 5> asS 0,5 o)Lal pd WS
U sawyiows Sly Default Route I wlicwes 5l o5 95 taiws Joud LB b gowl 5l w30 Juds Gaops

S 3uS00 18 Jgud 3590 Lpsl duwly ailecwlio aS 1l 03,3 oslaiwl ;35 W,b
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