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mm‘ | GS-MARS Standalone: pnmars va.1

Login: user, demo (dema) i i

Page Refresh Rate
Recent Incidents
15 minutes =]
Al Severtios =] [an rutes All Case Statuses

B hotow 0 [tacident 1o [Event Type [Matched Rule [action[Time [Path [cases

Events 2,661,364 ; Buil 1P System Rule: Client Explott - Mass Mailing Worm/[d] Apr 24, 2009 7:30:34 AN [F]EH
- o et connection[3] PDT - Apr 24, 2009 7:40:27

Sessions 979,138 AN PDT

ot % 7L 1P System Rule: Client Explost - Mass Mailing Worm 3] Apr 24,2009 7:20:29 aM  [EIER

Reduction connection|d] PDT - Apr 24, 2009 7:30:31
24 Hour Incidents AN POT
B High 85 20w  1:2439630469FF 1IS DOT DOT EXECUTE[),  Nimda Rule[d) Apr 24, 2009 7:21:53 At

Medium 0 0% 1S Dot Dot Crash(d], POT

. WWW WinNT cd.exe Exec[d),

W Low 202N T0N. VWW IS Unicode Directory

Total 287 100% traversal[3],
All False Positives 1IS CGI Double Decode[q)
W Tobo 940,620 100% 1:2439680470@F IS Dot Dot Crash(3), System Rule: Server Attack: Web - Attempt[3] Apr 24, 2009 7:21:53 AN l£3]

confirmed VAW WANNT cmd.oxe Exec(d), e
M System 0 0% YAWW 11S Unicode Directory

determined traversal(a),
B ogged O 0% 1IS CGI Double Dacode[d)

v " b 1P System Rule: Client Exploit - Mass Mailing Worm Apr 24, 2009 7:10:30 AN
L E::'w" z g: connection(d] B PDTP;)AY\W 24,2009 7:20:09 BE
AN
canfirmed
Totsl 940,620 100%

HotSpot Graph
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Corp-yeb) O / S
e 68:171. e £ Session ID: 8:2901957891
s20680248 0
25
% — — Sre: 192.168,52.28/51831
192.168.171.191 g o Dest: 192.168.1.10/25
Event Types:
Tival: Sarver
\ & Built/teardown/permitted IP connection
1

Session ID: 8§:2901957966

Sre: 192.168.52.28/41325
Dest: 192.168.1.10/25
Event Types:

Built/teardown/permitted IP connection

Session ID: §:2901957990
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M -l QUERY / REPORTS " RULES ” MANAGEMENT " ADMIN “ HELP |

mcmsms | cS-MARS Standalone: pnmars v4.1 Login: user, demo (demo) :: [Actvate |

Select Case: INO Case Selected.., ,'_'.I [ wiewcCases | [ MewCase |
Incident ID: [2439680468 Show
Session ID: Show

Rule Name: System Rule: Client Exploit - Mass Mailing Worm Status: A

Action: None Time Range: 0f
Description: This signature detects excessive amount of e-mail {at least 20/min) from a single host, To sharpen t
for non-mail server hosts, create a group of mail server hosts and then create an exception by exch
these hosts in the source of this rule.
IOffset Open { [Source IP|Destination IP(Service Name|Event|Device|Reported|(Keyword|Severity(Count| ) Close|0
User
1 SAME, ANY, smtp (src port: ANY  ANY Mone ANY ANY 20
ANY ANY ANY, dst port:
25, proto
UDP),

smtp (src port:
ANY, dst port:
25, proto!
TCP),

smtps {src
port: ANY, dst
port: 465,

Lol ool 3Ll ,b oSG alos ol ddis oLis Lo 4y SESSION s &jgan | )] 989 muiSe S 5L ) (9, (B9

o ony3 a4l gy 9y 0l 5l g PO Egw by G JIgnl Sl Hgee @ge il oad lalid 4 o
R NAT ‘;.») .,\..S...a ).a.._l.'; Cewlo )9y a5 dabe oli..mblp J‘j)"b )‘ By e )| - as A....S CdS Ll
i Hlis Allas ol dles 15T g 0o d>gie aildiedion &g |, sl ) MARS L

Cisco SYSTEMS

SUMMARY -I QUERY / REPORTS ” RULES " MANAGEMENT " ADMIN " HELP |

/= [pnmars] Raw Events - Windows Internet Explorer

=1O

S Cisco SYSTEMS

Standalone: pnmars v4.1

Login; user, demo (dema) ::

Event / Session / |Reporting |Time Raw Message

Incident ID Device

E:2902015040, HQ-FWw-1 Apr 24, 2009 10.33.10.2 <142>%PIX-6-302013: Built outbound TCP connection 2000

$5:2902015040, 7:10:30 AM  for inside:192,168.1.10/25 (100.1.4.10/25) to

1124396804684 PDT outside:192.168,171.199/5255 (192,168.171,199/5255)

E:2902015039, HQ-SW-1- Apr 24, 2009 172.30.1.2 Mon Jun 9 14:46:31 2003 <46>485232: Jun 9 14:46:29 PDT:

g $:2902015040 msfc 7:10:30 AM  %SEC-6-IPACCESSLOGP: list outside permitted tcp 192.168.171.199

PDT {5255) -> 100.1.4.10{25), 1540 packet

E:2902015041, HQ-WAN- Apr 24, 2009 100.1.20.2 Mon Jun 9 14:46:31 2003 <46>485232: Jun 9 14:46:29 PDT:

$:2902015040 Edge-Router 7:10:30 AM  %SEC-6-IPACCESSLOGP: list CSM-acl-FastEthernet0/0 permitted tcp
PDT 192.168.171.199(5255) -> 100.1.4.10{25), 1540 packet

bl o e Slwsg ol ey ailSlas &g |, WEDSEIVEr & M s IncCident Vector g, SIS
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icident ID |Event Type {Matched Rule |Action‘Time |P

243963047147 Built/teardown/permitted Systern Rule: Client Exploit - Mass Mailing Worm@ Apr 24, |2RbE
IP connection[d] 2009

/~ [pnmars] Incident Graph for 1:2439680471 - Windows Internet Explorer

j %
192.168.229.328_50

Session ID:
$:2902023413

sro:
192.168.229.228/23016

Dest: 192.168.1.10/25
Event Types:

Built/teardown/permitted IP >\na
web-1

connection

Session ID:
$:2902023497

Srei
192.168.229.228/5771

Dest: 192.168.1.10/25
Event Types:

Built/teardown/permitted IP
connection

Session ID:
$:2902023696

fasase las |, Target 4 Hacker 5l ass Job o s aws jgue jloges puS SIS Path Information g, 51

ncident ID [Event Type |Matched Rule |ActionITime |Path 1

243968047147 Built/teardown/permitted System Rule: Client Exploit - Mass Mailing Worm@]
IP connection

/> [pnmars] Incident Graph for 1:2439680471 - Windows Internet Explorer

I Previous I I Next I I Toggle Topology
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Enforcement Devices| |S5:2902032113 Path
Layer 2 Path »|

Suggested

HIMT

HO-WANTRGS. Racter

HQwab-2 5=
= p.m.:? 1000724

Caa)
fniu
m.ggz 2

Alternate

HQ-SW-1-msfc
HQ-FW-1

w‘)imolimo 6‘;:)9).....1 SMTP u)yww)u&o‘)f)fya;)o

Enforcement Device: HQ-WAN-Edge-Router|d], Suggested
Default gateway: 212.31.100.1

L3 Enforcement Device Information

IDevice |Type Manager |Children lLog To Collects From lInfo‘
HQ-WAN-Edge-Router@ Cisco 108 12,2 PN-MARS on pnmars PMN-MARS on pnmars

Interface Information

IDirection |Interfa|:e Name IMAC Address |MAC Update Time
Inbound FastEthernet0/0 N/A N/A
Outbound FastEthernetl/0 /A N/A

Recommended L3 Policies/Commands

@ |ip access-list extended CSM-acl-FastEthernet0/0 A
deny tcp host 192.168.52.28 host 100.1.4.10 eqg 25
=
Or
@ ip access-list extended CSM-acl-FastEthernet0/0 ;I
deny tcp host 192.168.52.28 any
.|
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sl Security Threat Mitigation and Response: Understanding Cisco Security Mars ols
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http://www.ciscopress.com/bookstore/product.asp?isbn=1587052601

LS 97§ ol 4 duilgie 15 wyle gSaw sla CoNFiguration Guide il s ol

http://www.cisco.com/go/mars
http://www.cisco.com/en/US/products/ps6241/tsd products support configure.html
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